DUO MFA SECURITY GUIDE

Step 1 — Click on your own personalized link in the email you received shown below.

Duo Security Enrollment - Sharyland ISD

¢ " § < 0
e Duo Security <no-reply@duosecurity.com . AN -

To: George Admin

CAUTION: This emall originated from outside of the Sharyland 1D organization. Do not click finks or open attachments uniess you recognize the sender an
know the content is safe

This is an automated emall from Duo Security,

Your organization imvites you 10 S6t up 3 user account for Duo. You will find instructions from your
Doo administrator below. If you have questions, please reach out 1o your organization’s IT of holp

dask team

Sharyland ISD Is now rolling out Duo Security, a fnendly and secure way for you %o og

Helio

into your applications. Your aoministrator has invited you 10 $81 up your accoum for
Duo $0 you can start logging in

To begin, click this link 10 enroll a phone, tablet, or other device

hites Zapt-febbiele duosecummy.comiponal?
Code=1718009609093a8 akey=DAPSUZX 764N TTNUVSKE

Duo Security is a two-factor authentication sefvice that sirives 1o De easy 10 use and
secure. To leam more about Duo authentication. visit the guide here

bitps.Joukie guQ comyenroiment




DUO MFA SECURITY GUIDE

Step 2 — Upon clicking on the link you will be directed to a page with the following image. Click on start setup.

BB @  protect Your Sharyland 1SD Account
PUS Y

What is this? [4

Two-factor authentication enhances the security of your account by using a
Meed help?

secondary device to verify your identity. This prevents anyone but you from
Secured by Duo accessing your account, even if they know your password.

This process will help you set up your account with this added layer of
security.

Start setup
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Step 3 — Please select mobile phone. (you will not need cellular service, just WIFI)

[ . -
C ) What type of device are you adding”

What is this? 9
Meed help?

& Mobile phone rECOMMENDED

Tablet (iPad, Mexus 7, eic.)

5 d by D
Ecured by Luo Security Key (YubiKey, Feitian, etc.)

Touch 1D

squires Chrome on macOS o = Troek I
Requires Chrome o acioSs fo

-
A

[Fi]

= (B LE s
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Step 4 - Please provide your mobile phone number and check the box. (again cellular not required, only WIFI or data)

— |
. L Enter your phone number

What is this? [4
MNeed help? United States w

Secured by Duo

+1 | 9565846468 v

Example: (201) 234-5673

You entered (956) 584-64638. |5 this the correct number?
L
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Step 5 — Please select what type of phone you have for instructions on how to download the “DUO mobile” app.

mapa . ,
C ) What type of phone is 956-584-6468"

What is this? 4

& iPhone
Meed help?

Android
Secured by Duo Windows Phone

Other (and cell phones)




DUO MFA SECURITY GUIDE

Step 6 — Download the Duo Mobile App from the app store or google play and click on “I have DUO Mobile installed” to continue.

-'I'. Install Duo Mobile for 103
What is this? 3
Meed help?

1. Launch the App Store app and
search for "Duo Mohile”.
2 Tap "Get" and then “Install” to

Secured by Duo :
bt rcivbe download the app.

m | have Duo Mobile installed
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When installing the app you will need to enable notifications when prompted. Select QR code as the option to enroll and enable camera when prompted.

*

12:03 49 wl > - 12:03 4 w = =
e i < Add account
= =Ue
b X Add Account
Notifications turned off Scan the QR code from your computer
~; Turn on notifications in Settings and use them
= to verify your identity.
Go to Settings
© O
Accounts Add o
: ’ “Duo Mobile" Would Like to
Welcome to the new "Duo Mobile” Would Like to =+ A
Duo Mobile! ='| Nie‘r:d'Yﬁou Nom'c:"?ns Duo Mobile will use your camera 10
ications may include alerts, :

We redesigned the app to make your Iogin sounds, and icon badges. These can enroll scoounts Using OR codes
experience better. be configured in Settings

Sharyl

Georg

Passcode eeeeee Show

=Ue

Sharyland ISD Admin
Sharyland ISD Admin Duo

——— Passcode e . Show
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Step 7 — Use app to scan QR code on your computer screen to enroll. This completes the enrollment process.

-_' & ) tivate Duo Mobile for iOS

What is this? 4
Meed help?

1. Open Duo Mobile.
2 Select Use QR code
3. Scan this barcode.

secured by Duo

Email me an activation link instead.




